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1. BACKGROUND AND OVERVIEW OF THE PROJECT

1.1. INTRODUCTION

In terms of section 62(1)(c )(i) of the MFMA, the accounting officer of a municipality is responsible
for managing the financial administration of the municipality, and for this purpose take all
reasonable steps to ensure that the municipality has and maintains effective, efficient and

transparent systems of financial and risk management and internal control.

In fulfilling the above statutory requirement, ANDM seeks to obtain the services of suitably service
provider to assist with facilitation of the ICT and POPIA risk assessment for the district in line with
existing methodology, Risk Management Strategy, Risk Management Policy and Framework. The
service provider is also expected to transfer skills to Alfred Nzo District Municipality staff in relation

to the development and implementation of the strategic and operational risk mitigating plans.

The service provider will directly report to the Director: Strategic Governance and will work closely
with the Risk and Compliance Manager in relation to the coordination, development and compiling

risk registers.

2. OVERALL AND SPECIFIC OBJECTIVES OF THE PROJECT

2.1. OVERALL OBJECTIVE

The ICT and POPIA risk assessment of Alfred Nzo District municipality aims to identify, evaluate,
and mitigate potential risks associated with ICT infrastructure, data management, and compliance
with the POPIA regulations. At the conclusion of the project, the municipality seeks to establish
detailed risk registers for both ICT and POPIA domains, providing a strategic foundation for
informed decision-making, enhanced security measures, and compliance with relevant data

protection laws."

2.2, SPECIFIC OBJECTIVES

A well- managed and coordinated project that will deliver the following:

: Identification of threats and risks hindering the achievement of objectives (data protection

and ICT infrastructure management);

. Identification of opportunities that will enhance the delivery of services to ANDM

communities;
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5 Formulation of strategies to manage risks to be within acceptable levels.

3. SCOPE AND EXTENT OF WORK

In terms of assisting the municipality in conducting Strategic and Operational risk assessment,

the service provider is expected to:

1. Identify vulnerabilities in the municipality's existing ICT infrastructure, evaluate potential

impacts on information systems, and assess the effectiveness of current cybersecurity measures.

2. Evaluate the municipality's practices for handling personal information, identify areas of non-

compliance, and assess the effectiveness of existing data protection policies.

3. Propose practical strategies to mitigate prioritized risks in both ICT and POPIA domains,

considering their potential impact and feasibility of implementation.

4. Compile comprehensive risk registers for ICT and POPIA, documenting identified risks,

potential impact, and recommended mitigation strategies aligned with industry best practices.

5. Provide training sessions for relevant personnel (management) to enhance awareness of ICT
and POPIA-related risks, and equip with knowledge and skills for implementing and maintaining

risk mitigation measures.

6. Verify that proposed risk mitigation strategies align with legal and regulatory requirements,
ensuring ICT practices and data processing activities comply with POPIA and other applicable

laws.

7. Develop and recommend an incident response plan tailored to the municipality's ICT and data

protection context, ensuring a proactive and effective response to potential security incidents.

8. Facilitate effective communication and engagement with key stakeholders (namely ICT; CPS
managers and SCM unit) throughout the risk assessment process, fostering a collaborative
approach and ensuring that relevant parties are informed about findings, mitigation strategies,

and recommended actions.

9. Document the entire risk assessment process, including methodologies, findings, and
recommendations, and generate comprehensive reports for both ICT and POPIA risk

assessments.
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10. Suggest a framework for ongoing monitoring and periodic reviews to adapt to evolving ICT
and data protection landscapes, providing guidance on establishing a continuous improvement

cycle for ICT and POPIA risk management within the municipality.

4. PROJECT TIME FRAME

The project time frame will be two month from the date of appointment of the service provider.

5. KEY OUTPUTS/PROJECT MILESTONES/DELIVERABLES

1. Detailed reports for both ICT and POPIA risk assessments, including findings, identified

vulnerabilities, potential impacts, and recommended mitigation strategies.

2. Developed risk registers that document and prioritize identified risks in the ICT infrastructure

and data protection domains, providing a structured overview for ongoing risk management.

3. A set of recommended and prioritized risk mitigation strategies for both ICT and POPIA,
outlining practical measures to address identified vulnerabilities and enhance overall security and

compliance.

4. A customized incident response plan tailored to the municipality's ICT and data protection

context, providing a clear framework for responding to and mitigating security incidents effectively.

6. REPORTING MECHANISM

Itis expected that regular progress reports will be submitted to ANDM a Weekly basis. The Project

Manager has the right to change the frequency of reporting as and when necessary.

7. SUBMISSION OF BIDS

e Quotations must be emailed to tenders@andm.gov.za : referenced with the bid number.

Failure to do so will lead to disqualification.

e NB- No dropbox or links will be accepted.

8. CAPACITY TO EXECUTE THE WORK

Evaluation criteria of the Bids:
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The bids will be evaluated in two stages, namely:

e Stage 1- Capacity to execute the work

e Stage 2- Price and Specific Goal

Only Bidders who score 70% or more on stage 1 would be evaluated further and therefore eligible for the

award

e Previous Experience

e Capacity and Expertise

Price and Preference

Quotations will be evaluated according to the 80/20 Point System in compliance with Preferential

Procurement Policy Act (5/2000) and Preferential Procurement Regulations 2022.

Preferential Proof to be Attached to Claim full Points Points

Procurement Goals

Price N/A 80

Specific Goal 20

Bidders will score Specific Goals as follows

Empowerment of | Attach ID Certified Copies of Directors Claiming Specific Goals; for Bidders | 5

Women to obtain full points the percentage of equity held must be 51% or more.

Youth Attach ID Certified Copies of Directors Claiming Specific Goals; for Bidders | 4
to obtain full points the percentage of equity held must be 51% or more.

Rural Attach Proof of Residence of the Business or Lease Agreement. 3

Disabled Attach a Signed Letter from Health Practitioner 4

Black Owned | Attach CK and ID Certified Copies of Directors Claiming Specific Goals: for | 4

Companies Bidders to obtain full points the percentage of equity held must be 51% or
more

Total Scoring 100
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Previous Company Experience Scoring
Traceable record for successful completion of a minimum of 3 or more projects on the 50
Development of a ICT and POPIA Risk Assessment in municipalities or any public sector
institutions to a minimum value of R50 000.00 each or more.
Traceable record for successful completion of a minimum of 2 or more projects of the ICT and 30
POPIA Risk Assessment in municipalities or any public sector institutions to a minimum value
of R50 000.00 each or more.
Traceable record for successful completion of a minimum of 1 or more projects of the ICT and | 20
POPIA Risk Assessment in municipalities or any public sector institutions to a minimum value
of R50 000.00 or more.
Total Scoring 50
Note COMPULSORY attachments for verifying work done:
1. The ANDM Assessment of Bidder Form must be completed, stamped and signed by
previous employer as a means of verifying references for each project undertaken. If
3 Projects were done, 3 Assessment of bidder forms must be completed.
2. In ADDITION to the above, a traceable record will be evaluated on the basis of:
- An appointment letter
- Official purchase order specifying the contract amount for each project completed.
Capacity and Expertise to Undertake the Project Scoring

Note: The scoring in this section is preferably cumulative, unless justifiable to the | [50]

Specification Committee

A Project Team with the following areas of expertise: [30]

e A team leader must have a minimum of NQF Level 6 in Risk 15

Management/Auditing/Internal Auditing /Legal.

e Team leader have public sector experience in Risk Management/Auditing with

minimum of 3 years’ experience.

15

» Proof of registration of the Project Leader to relevant Professional Body or Proof of 20

accreditation of the company with Professional Body:; i.e. IRMSA or SAICA or lIA.

Total Scoring 50

NB: Attach certified copies not older than 3 months for all qualifications




ICT and POPIA Risk Assessment

Total Scoring
[15+15+20]

50

For any queries regarding this tender, please contact Mr. M. Khambula for project related queries; on

(039) 254 5105 or;

Supply Chain Management Mr BCW Makiwane contact for SCM related queries at telephone number

039-254-5218 during office hours.

Alfred Nzo District Municipality
Erf 1400 Ntsizwa Street
Mount Ayliff

4735

Yours in municipal administration,

Recommended by/Not recommended by Date

A= 2qfoz /oy

Mr. NR. iolo
rector Strategic and Governance
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W&%Mahlasela
Acting Municipal Manager




